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CYBER INSURANCE PURCHASING DRIVERS

of SMEs buy cyber insurance because it
is a customer requirement

had other reasons

of SMEs buy insurance because of regulations
requiring restitution to individuals/third parties

They are generally satisfied with the ROI of 
cyber insurance, say                            of SMEs; 
37.5% are neutral

65% of SMEs plan on spending more on 
cybersecurity insurance in the future;
Another 33% are neutral 

KEY F INDINGS

35%
30%
35%

50%

|  W W W . C O W B E L L . I N S U R E

0.14% of a firm's revenue marks the average 
cybersecurity insurance coverage limit

CYBER INSURANCE L IMITS

70% of businesses' current cyber coverages limit amount $1m
$1.22mThe mean losses and expenses of cyber attacks lie at 

MediaTechnology Life Science TelecomFinancialConsumer EnergyRetail / 
Hospitality

Professional 
Services Healthcare

50% 50%

50% 50%
100%

33%

67%

33%

67%

38%

63%
100% 100%

33%

67%

25%

50%

25%

Yes, I plan on spending more on
cybersecurity insurance over the next two
years. 

No, I don't plan on spending more on
cybersecurity insurance over the next two years. 

Neither agree nor disagree.

TOP LOSS BREAK DOWN ACROSS INDUSTRIES

Response Customer losses

Supply chain

Direct losses

Intellectual property

Replacement Legal Expenses

Opportunity cost

18.5% 14.8% 14.8%

11.1% 7.4%

7.4% 7.4% 7.4%

11.1%
Business disruption

INVESTMENT PRIORIT IES  & EFFECTIVENESS

55%
Devices used - employee-owned (55%),
as well as company owned (53%), are the
highest two risk factors in terms of
cybersecurity for the next two years.

41%
SMEs are pragmatic about security: 
41% of the surveyed SMEs anticipate
a breach in the next year

The top Investment priotities and effectiveness show divergence between SMEs and large enterprises. 

ANTIC IPATED TOP R ISKS 

Periodic cyber response exercise

Working with external contractors

Compensation for cybersecurity staff

SMEs Large Enterprises

Investment Effectiveness Investment Effectiveness

6

3

8

1
2
3

7

8

9

6
3

8

(C) Copyright 2020 Cowbell Cyber. For source and methodology, download the full report "Survey Results: The Economic Impact of Cyber Insurance".

Under-covered Industries Over-covered Industries

Health Care

Life Sciences

Retail/Hospitality
Life Science
Telecom
Financial

Consumer
Energy $500k

Gap between Limits and expected losses (in $ thousands)

Consum.

INDUSTRY SPECIF IC  F INDINGS

Current Cyber Insurance Limit by Industry

Retail / Hospitality
Professional Services
Healthcare

$1.98m

$1m

Telecom

$1,500,000 $1,000,000 $500,000 $500,000

Media

Professional

$1,000,000

CYBER INSURANCE INVESTMENT PLAN BY INDUSTRY

T H E  E C O N O M I C  I M P A C T  O F  C Y B E R  I N S U R A N C E ( S M A L L  A N D  M I D - S I Z E  E N T E R P R I S E S  I N  T H E  U . S . )  

http://www.cowbell.insure/
https://cowbell.insure/wp-content/uploads/2020/06/Cowbell-Cyber-data-report.pdf

