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Cybersecurity
Awareness Training

Educate your employees about
cybersecurity with Wizer.

Why is training important?
* Many cyberattacks, especially ransomware,

rely on human error.

» Skilled cybercriminals can easily fake convincing

emails from clients, managers, or suppliers.

 |tis easy to click on a malicious link in a phishing
email inadvertently.

* Resulting cyber incidents can lead to extortion
(ransom), business interruption, compromised
data, and more.

Cybersecurity awareness basics:

No-Nonsense (
Security Awareness |
Training

What can you do?

Enroll your employees in cybersecurity awareness

training. Our training partner, Wizer, provides all

policyholders unlimited employee seats for a

full year to:

* 1-2 min training videos which include Wizer’s
full library of content

« Games, quizzes and progress reports

e Phishing email simulations

1 Enforce the use of strong passwords;
avoid password reuse.

4 Install security software on all devices.

2 Deploy multi-factor authentication
(MFA or 2FA).

3 Avoid poorly secured public Wifi.

5 Train employees to access sensitive
data only from company devices and
through a VPN (encrypted) connection.
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How to Activate Your Training

Setting up your Wizer training program is simple
and easy. Follow these three steps to enable your

Wizer training from the Cowbell Platform.

1 Log into the Cowbell Platform.

2 Select the Training tab from the left-side menu.

3 Click Enable Training.

It will take a few moments to enable your Wizer
training. You will receive a notification once the
process is complete, and your Wizer integration
will update to “Connected” in the Connectors tab.

Note: The training program includes:
* Access to 100+ microlearning videos
* Smart phishing simulator and phishing game

* Policy Management, SSO, and more...

Visit My Training to view your current training
courses. The Wizer account Admin can also
Manage Training courses and Invite Users to

the Wizer account.

Additional questions? Contact Risk Engineering
if you need account troubleshooting.
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Offered by Wizer, paid for by Cowbell.
For more information, download Wizer’s document on
how to build a cybersecurity awareness program.

The examples and descriptions provided above are for general, informational purposes only. Notably, these descriptions do not set forth all possible scenarios and/or situations

applicable to the described events. Policyholders should be aware that each situation is unique and their experience may not resemble those set forth in the above examples

and descriptions. Nor should policyholders in any way rely on the above examples or descriptions as any type of guarantee or indication of how their particular situation will

ultimately be resolved. Policyholders should always refer to their own Policy for specific terms and definitions applicable to their Policy. ©2023 Cowbell Cyber, Inc. All Rights

Reserved. Cowbell Insurance Agency LLC, State Licenses: https://cowbell.insure/state-licenses/


https://f.hubspotusercontent40.net/hubfs/5120248/How_to_Build_a_Security_Awareness_Training_Program.pdf
https://cowbell.insure/contact-risk-engineering/
https://console.cowbellcyber.ai/login

